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Abstract - The smart city concepiarises in the last decades to  have an increase of intelligent infrastructure, electrification of
improve quality of life. One characteristic of smart cities' fleets and automated vehicles, requiring processing ofdtég d
strategies is smart mobility, whth uses Information and  to match demand provision in real-time and to optimize
Communication Technologies and Internet of Things for better  gystems’ performance [3].
traffic management and provision of new mobility services. This ) . ) ) )
study aims to shed lighton the discussion about data privacy, While open (public) data is useful for boosting data-driven
once this process will increase the availability of user-generated intelligence to cities, data that is sensitive and not publicly
and user-centered information regarding urban mobility. A available is often essential to understanding city challenges
review was conducted to list the data collected and the major and needs. There is then a paradigm in planning that pervades
threats regarding data privacy in smart mobility initiatives.  the privacy and confidentiality of such data, mainly regardin
Results show that most of the data collected is highly sensitive the increasing collection, processing, and dissemination of
and the major threats are related to the identification and  people’s private lives [5], [6].
tracking movements of users, besides leakage and unauthorized ) ] ) ]
use of data. Thus, privacy needs to be strongly addressed in This paper seeks to bring up the discussion of urban
technological and regulatory developments to protect users’ mobility data collection in the context of smart cities, aiming
information. to present the main data collected and the related privacy

threats. The remainder of this study is structured into a

Index terms - Data privacy; Data protection; Smart cities; background review, presentation of the adopted methodology

Smart mobility; Surveillance technologies. and the results, followed by drawn conclusions.

. INTRODUCTION Il. BACKGROUND REVIEW

The concept and strategy of smart cities development i§ The historical construct of the smart city
| in which there is a high i in . . . . .
understood as a model in which there is a high investment in In the 1950s, in an interview, Albert Einstein stated that

Information and Communication Technologies (ICTs) and[hree great bombs, the demographic, the atomic and

Internet of Things (loT), as well as in human and socia | icati Id K the twentieth wrv. Th
capital, in order to promote quality of life in a universaywa '€'€cOmmuNIcations, would mark the twentieth century. These
would cause a flood of information, because of the

i.e.,, the smart city is multidimensional [1]. In thi nsih w ; ; X .
e, the smart city is multidimensional [1]. In this sense ponential, explosive and chaotic nature of their

the consolidation of smart city research, several related topi s . )
ty pﬁgvelopment [7]. Bringing this statement to the reality of

have also been studied. Giffinger et al. [2] present si = . )
characteristics of a smart city: 1) smart economy or the levef TS: the scenario is the same, but the flood is even bigger
of competitiveness; 2) smart people, the social and humal!€ faw guantity of data multiplies every instant, as well as
capital: 3) smart governance, with emphasis on th e dens[ty of connections between _them. In the midst of this
ood of information and technologies to support, manage,

articipation of society; 4) smart mobility, in general tise u : ) . .
gf ICEI)"s and loT tyin )urban transg)rtati%n' 5) Smartaccessand police data is the urban environment, the cities, the

environment, the management and use of natural resourc%;?'nfil7hugs that now exist on two planes, the real and the
and 6) smart lifei.e., quality of life. Therefore, smart cities virtal [7]-{9]-

initiatives involve a variety of components, including In this scenario, a set of strategies and models of
ubiquitous sensing devices, large-scale databases, apthnagement and development of the city, the urban
powerful data centers to collect, store, and intelligentlyenvironment and its inhabitants emerge, based on the use of
analyze real-time information. Despite the potential of smarghis information through new technologies. After years of
projects, security to protect massive data and privacy cacertlisagreement and debates about what a smart city actually
remains to be carefully addressed [3]. was, in the early 2010s, some agreement began to exist.

In terms of smart cities mobility, it is expected a shift  Over the last decade, modern technology developments
towards what is called mobility as a service (MaaS), where théirected the cities to intelligently optimize the scarce
ownership of vehicles is replaced by usersbipinstead of  resources and provide pervasive resources for all citizens. The
purchasing a vehicle, individuals will purchase the right tioutcomes of the smart cities have motivated researchers to
access mobility services provided by others, mainlyfocus on promoting and developing new smart solutions,
corporations. This process will increase availability of userwhich architecture can be summarized in four layers: (i)
generated and user-centered information. It is also expecteddensing, with different components and instruments to ¢ollec
data from surrounding environment; (ii) data collection and
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storage from different sources, such as homes, trafiit, a do not deserve to be discussed. Initiatives such as the GDPR
citizens; (iii) data processing, wheneprocessing techniques should be expanded and enhanced to return to indivichsals,
are performed; and (iv) smart processing and applicatiorfar as possible, control and disposition over their own data.
responsible for exchanging data between operators and smBemocratic, transparent and participatory control should be an
applications [4]. essential element of future public policies and laws addressing

B. Smart mobility systems these issues.

As previously mentioned, the aspect of mobility of a smart [ll. METHODOLOGY

pity presents, between other components, the existence of The methodology propose in this paper is structured in
intelligent infrastructure, electrification of fleets, automatediyree stages: (i) collection of bibliographic data and
vehicles and a massive orientation to user-generated and usgisliometrics analysis; (i) analysis of the type of data

centered information [3]Smart mobility also collects real- cojiected regarding mobility in smart cities; (iii) review of
time traffic information through sensors in vehicles or mobilepgtential threats related to such data.

applications used by drivers to provide support for traffic )

monitoring and management [10]. In this sense, sontleeof In stage 1, a search was performed in Scopus database on
key strategies regarding smart mobility are: (i) automatedugust 24, 2021, using the following query(“smart
vehicles; (i) ride-sourcing; (iii) bike sharing; and (iv) city” OR “smart cities” OR“big data”) AND (“mobility” OR
initiativeson public transport. “transport*”) AND (“data privacy” OR “data protection”)).

Automated vehicles can make decisions independently of The search was refined by language and document type,
human and rely on sensor data and artificial intelligence t§€ing kept only articles published in journals and in English.
interpret the data, making decisions related to vehiclén the first part of the search, the terms “smart city”, “smart
operation and adapting to changing conditions. These vehiclegies” and “big data” are used to ensure that the articles
can exchange information through vehitdesehicle (vV2V)  returned were related to smart initiatives. The results obtained
and vehicleo-infrastructure (V2l) communication [11]. were downloaded and processed in Exeeid VOSViewer
Ride-sourcing is an arrangement where a driver provides a cg0], [21] to build and visualize the bibliometric networks.

and the driving service, and a passenger requests a ride

through a third-party application. As one strategy of MaaS, i 5a\y7ed individually to list the main data that are collected in

aim is to decrease car ownership and increase usership [gle context of mobility in smart cities and the data privacy
[12]. Bike sharing is of widespread use in smart City.oncerns associated with them.

environments and consisté a public or private service in

which bicycles are made available for shared use to IV. RESULTS
individuals on a short-term basis [13]. Finally, in public
transport systems, fare payments through cards provi et
passengers flows and GPS (Global Positioning Systen?
monitoring provides a real-time management over th%
network [14] In addition, passengérflow and trajectories
collected by companies are shared with internal and external Bibliometrics analysis

agencies for trajectory mining and traffic management [15]. As seen in Fig. lthe risingof research in this area is

C. Data privacy recent, with less than a decade of development. Even though
it is a recent theme, with few publications since 2013, it is
ossible to see an increasing trend in publications, which peak
ccurred in 2020 with 24 publications. This pattern was
expected because the smart citieesearches themselves are

high concem in any personal-data-related servaren the recent and the privacy concerns were expected to grow with

case of smart cities preserving data privacy relies on acquiring o, 4o technology developments over the last decade.
user consent, assuring transparency, compliance, reliabili

and anonymity irall layers of smart cities’ architecture [4]

In stages 2 and 3, the articles returned in the search were

The search resulted in 80 articles, wa®6 authors and a
of329related keywords. These results are detailed in the
llowing subsections, as well as the discussaindata
ollection and privacy threats.

Information privacy was defined by Westin [16] as the
right to select what personal information of an individual carﬁ
be used for another person/company. Privacy protectioi is

@ 25 -

[17], [18]. _% y = 0595384662

Ziegeldorf et al. [6] proposed a privacy definition related & 20 R2=0,9262"
to loT where is guaranteed to the subject awareness of priva. 5
risks imposed by smart things and services, individual contrc & 15
over the collection and processing of personal information 2 10
awareness and control of subsequent use and dissemirfatior 8
personal information to any entity outside thebjstt’s = 5 )
personal control sphere. The definition seeks to providi < . .
informational self-determination to subjects. 0 e mm [ |

In the regulationsphere, the European General Data 2013 2014 2015 2016 2017 2018 2019 202(
Protection Regulation (GDPR) [19] considered by many, Year

despite severe criticism, the most ambitious movement tgig. 1. Historical evolution of publications indekis the Scopus database.
control privacy and personal data, mainly because it requires

data controllers to obtain explicit consent for the processding The countries with the most publications are respectively
personal data from data subjects. Smart city technologidgnited States (20), China (17), Canada (7), Saudi Arabja (7)
already exist and are extensively used, which does not meéwstralia (5), Germany (5), India (5) and Singapore (5¢ Th
that the struggle and arguments against them are not valid anst recurring keywords are the ones used in the search and
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the ones that represent generic terms, as presented in Fignibstly of proprietary information belonging to private
The keyword map show clusters related to generic words suclmmpanies, with no obligation to share such information with

as privacy, security, big data, internet of things and sritgrt

the public, on the contrary, many companies have their

are older and more connected, while from 2021 new clusteestimated value directlynked to their user’s database. Then,
arise, representing emerging technologies or applicationgccessing this information is difficult for anyone outside such

such as 5G and data fusion.

data fusion and prediction

companies, including urban planners. This raises a question
about these projects: Are they aimed towards a smart or only

- " y‘“’" corporate cities? Secondly, a particular set of big data does not
o I necessarily statistically represent the entire population. Lastly,
r:o;;fv o there is a key issue regardjng priyatysing' big _data fo.
sy .Q%ﬁaq ) research or urban plgnnlng W|II_ require information
oy, oo b'%fﬁa:ta management rules for strictly protecting privacy [27].
& louvdcogu;mng 3o C. Threats
- e’“@ internet of things Privacy preservation consists in protecting the identity of
e dataplyacy the user from outsider intruders and from insider breaches
prion___ . 8 ey e Wi se . avoiding unauthorized usage [28]. The advanceme_nt of
enerzy S ption data @olyss technology and regulation must provide effective privacy
spproximatighelgorithm protection or it might lay the groundwork infrastructuve &

T surveillance society [29]n this subsection, the major threats

Fig. 2. Keywords map for the search with the terms "suiggt, "smart ~ €garding data privacy are presented. It is worth to moint
cities", "big data”, "mobility", "transport*’, "datarpacy” and "data that privacy concerns range from individual to community
protection" by year of publication. level, because data generated from the smart cities can reveal

unforeseen information, which may not be evident otherwise
B. Data collected in mobility of smart cities [22].

Connected environment expects a user to transmit and
share sensed and user generated data [22]. Perso
informationis collected by services available in smart cities
and includes many attributes: (i) key identifiers, such as nam

The citizens’ data is usually accessed by different
eglnpanies, government agencies, and business partners for
different purposes [4]. Attacks to identify users or

ID-number, and social security number: (i quasi-identifiersSomprom'se their personal information are one of the most

. - ~ritical concerns related to privac 2]. ldentification
as zip code, age, gender, birth-date, and address; (i) sensitijg 1o < “ine " threat of ass%ciatir)]/g[lz;@k]ey identifier, or a

e e e;i;seudonym of any kind, with an individual [lseudomym
'Egg; represent no danger if disclosed to untrusted thiteepa or pseudo identifiers are a strategy dgonymize users’

' identity, being replaced frequently for further protectios. It
Another type of personal information collected  application can occur with any key identifier of a person or
biometrics, which are mostly applied to control access to @aven with vehicles that can send messages over the wireless

place or service and represent human physical or behlavioreghannel of a vehicular network [15]17], [29], [30].
characteristics that allow distinguishing two different peopleHowever, the uniqueness of human spatiotemporal mobility
In most cases, it is advantageous when compared to oth#ajectory can lead to user identification [1117]. In
identity certifications, because biometric characteristics camehicular networks, for example, even if drivers cahbe
give a high percentagef guarantedo the authenticity of the immediately identified, they can bes-identified because
claimant. DNA, iris, facial and hand geometry, fingerprint,malicious actors can track their movements by picking up
palm-print are examples of biometric data [24]. drivers’ signed wireless broadcasts at different locations.
. . . Besides that, each pseudonym can still be resolved to a base

Location-aware dey|ces and systems caqule of COllecm]gentity by the authority that signed it [2529]. Eckhoff and
localization and _trackmg users have been implemented i85 mmer [29] argue that complete privacy cannot be achieved,
many smart city infrastructures over the last years [B8]S |, t they reinforce that it is time to place a stronger emphasis

on veh|clesmob_|le phones, roadside unit, connected_ yehlclegn privacy, adopting measures for the technical protection of
and urban traffic cameras can track human mobilityaon (.- e o o

massive scale, allowing urban planning and traffic
management improvements towards a smarter mobility [10] Concerning biometric data and its technologies, it can be
[25], [26]. observed a trend to generate more information than is deede
_ . ._for a specific purposei.e., collection of other data less
Inpublic transportation, operators collect fees Viaggngitive than biometrics could be employed but biometrics
magnetic tickets enabling them to know which user enteregls \seq anyway, and this extra information can be used for
the system and at what timgenerating big data of the ., oses that were not legally allowed [31]. Besides that, its
movement of passengers. No additional data collection i iscriminate use and storage by many institutions may let
necessary to obtain detailed information on the flow Ohis  sensitive data susceptible to attacks. Biometrics

passengers, tabulating and analyzing the electronic recordsdaracteristics are unique and invariable over time, and a leak
sufficient for better management of the system,[14], [27]. o1 compromise data forever [24]. Moreover, its uniqueness

Regardless of the type of information, the amount of dat§an be used for surveillance as in the example presented by
generated is massive. This big data has a high potential kasiano and Taeihagh [12] where in 2020 the privacy
improve mobility statistics and researches on transportatioBommission of Philippines had to prohibit Grab (ride-sourcing
issues, but despitts high potential there are certain problemscompany) from monitoring its riders with video and audio
related tother practical use. Firstly, big data is composedéquipment.
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Concerning localization and trackingrivacy refers to payment infrastructure through which purchases are made,
guarantee and preserve protection over the physical locatidmading to financial loses or it could target the control system
of the user. This is a threat that has a strong link witmetworks and infrastructure that actually controls the trains or
identification because, although key identifiers aremanage the city's buses [32]. Besides that, intruders can
anonymized, sequences of locations can reveake&’s leverage the structure of smart cities to create and deploy self-
frequently visited positions and preferred routes, allowingpropagating malware, which can be disseminated across
identification and sometimes bringing life-threateningmultiple connected networks [4].
consequences [25]28]. As location-aware devices are
employed by different services, user d@&avulnerable in
many datasets.

V. CONCLUSION

This paper shed lighin the discussion about data privacy
pn the mobility of smart cities, once the smartification process

In ride-sourcing services, location-aware data migh ill increase availability of user-generated and user-centered
include trip data, location data, and other data that would mak¥ Y 9

users and their activities easily identifiable [12]. In vehiculaljmcorm"ﬂIon regarding urban mobility. A review was

networks, because of accumulation of user data (as detailgﬁgdufﬁzg rgggaﬁzhb!ghgzn?”c d:tgalf'z Cpe.ﬁo{r:ns‘e%b rll?i;stults
location information) and its decentralized structure, much op 1w Involving privacy | ; X

the information generated is broadcasted wirelessly, allowin ﬁiigt ?ﬂg kceor\:\(lzgrrgr;t:d Srr?g\';% luetgﬁsﬁmtggns\}vazzeljstae?g
exploitation of this information for profit or surveillance by ' y P . 9 .
from 2021, representing emerging technologies or

operators, other drivers, or arbitrary people . Other o ;
atgributes related to locations, for eiapmpﬁa séﬁ%, may reve%’?pl'cat'ons’ suchs5G and data fusion.
user’s driving habits [25] The type of data collected in smart mobility systems
comprises key identifiers as nhame and ID numbers, quasi-
identifiers as ZIP code and address, sensitive data as health
ndition, location and mobility patterns. Among the major
reatsat the individual level, identification and localization
may bring life-threatening consequences. Even when some
siﬁcurity techniques are applied to data, many datasets still
present identification risks, being possible to reconstruct
Dc,gcial networks, trajectories, favorite places, besides political
81nd religious viewsAt the network level, ransomware and
alware pose threats to operational and financial systems.

As presented by Hasan et al. [1Bjke sharing data
generally is publicized with user’s visited locations plus
timing information. These locations can be any place such
home, workplaceor political party’s office, and this
information can be used in an attack to breach the user’s
privacy, even though names and address are anonymized
the dataset. The aiof an attack can be identifying a user’s
house, workplace or behavior, and could cause a serio
privacy breach of any user, where it could be possible t
reconstruct social networks, knowledge of favorite visited"
places, political and religious views. While smart city strategies hold great promise, it is
portant that data security and user privacy be taken

Collateral side effects on privacy can also be caused p{P . :
eriously and assume a prominent role in the developofient

initial unintentional action. For example, the geographica
location, lifestyle, and other private or sensitive information
may be captured through surveillance cameras installed in
auomated vehicles and those which initially intended to[l]
monitor criminal behaviors throughout the cities [4][11].

These vehicles can be used as surveillance tools because they technology, vol. 22, no. 1

are one of many smart devices that can store highbjtsen
data through video and audio. Although the ownershignof [2]
automated vehicle reduces the possibility of being monitored,
when used as a service it allow private and public agencies to
have access to data/information. Thus, and in an extreme
scenario these vehicles can be used as a platform f
surveillance through the use of location tracking and
audio/visual recording of passengers [11]. 4]

Another threat regarding big data is the possibility of
information leaks. Icasiano and Taeihagh [12] affirms that
ride-sourcing leak involving Uber data in 2016 might incIudq|5]
trip and location data, and other data that would make possible
to identify account holders and their activities. Also, because
of its data-intensive nature, it is not possible for individt@ls [6]
verify if their data are being used under the terms othete
they agreed, then if not leaked it still can be used in an
unauthorized way. [7]

Regarding security challenges related to data in smaijg]
cities, another potential threat is called ransomware, B&]
malware that encrypts files to deny data access until the owngpo]
pays a ransom (typically in cryptocurrency). In a smart city
context, a possible class of victims are enterprises that rely on
data for operations. In a scenario where a ransomware attack
targets a public transportation system, it could disable thig ]

ISSN 2447-8326. V.1 © 2021 BTSYM

new technologies and regulations.
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