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Abstract—The project SCISSOR (Security in Trusted SCADA
and Smart Grids) aims to improve the security of SCADA
systems (Supervisory Control and Data Acquisition) by collecting
and analyzing heterogeneous sources of data. The framework
is composed by four layers, which collect, parse and aggregate
the data that will be used for correlation and event detection,
generating alerts on a human-machine interface. The purpose
of this paper is to present the architecture, illustrating with
an example that provides a simple understanding in order
to demonstrate its applicability. Despite the choice of some
constraints here, we argue that the flexibility and scalability
factors allow more sophisticated modules to be inserted. This
simplification restricts the sensors to a few types that have
a natural correlation. Furthermore, a statistical predictor will
play the role of the SIEM (Security Information and Event
Management) module.

Index Terms—cyber-physical systems, security, control, critical
infrastructure

I. INTRODUCTION

SCADA systems (Supervisory Control and Data Acquisi-
tion) are used to collect data from remote sensors and control
industrial processes or those that involve critical infrastructures
such as power generation, nuclear power plants, refineries and
water distribution. A SCADA system performs centralized
monitoring and based on information received (e.g. sensors
and log data), it generates control signals automatically or
activated by human operators. From these commands, local
devices can trigger actuators, collect sensor data and monitor
the local environment [1].

Figure 1 depicts an ICS (Industrial Control Systems) general
layout; levels 0, 1 and 2 comprise the SCADA system. In
this topology, there is a control center that gathers all the
information generated by the subsystems, displaying them on
the HMI and storing the logs in databases. It is also possible
to take control actions, like adjusting set-points.

Although SCADA systems have been designed to control
and monitor critical infrastructures, they lack security and have
several vulnerabilities that can be exploited by threats and
cyber-criminals [2]. Due to its relevance, this topic has drawn
attention in the last decade and it is still under discussion in
academia and industry. There are plenty of works that survey
security threats and vulnerabilities in ICS/SCADA [3]–[6] as
well as those that attempt to measure the level of security and
the effectiveness of mitigation actions [7]–[10].

Fig. 1: ICS architecture

The ideal solution, however, would require the redesigning
of all ICS systems, which is not possible in practice. Other
approaches have been proposed to enhance the security level
in industrial systems, but without the need for a redesign. In
[11], it processes SCADA logs in order to detect possible
threats. Another kind of strategy is the one based on network
monitoring. There are more recent works [12], [13] based on
this approach, which seeks bad-behavior in network traffic and
protocol packets. Lastly, monitoring at process level can also
be applied for surveillance and detection. The architecture in
[14] explores the real-time characteristic of the plant and can
detect abnormal situations regarding the physical system. In
[15], the proposed framework tracks process variables through
the network and applies monitoring rules for event detection.

Each technique by itself, however, has some weaknesses
that could be diminished against their combination in a more
effective fashion. Even though log mining has potential to
extract a bunch of information from the system, it could be
deceitful when the attacker has the ability to fake information.
Network monitoring hides, somehow, the physical processes
beneath it, which can hedge the system vision.
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In this paper, we present SCISSOR (Security in Trusted
SCADA and Smart-Grids), a new framework for ICS/SCADA
security enhancement. We argue that the methods discussed
previously can be put together to yield a more comprehensive
solution. Furthermore, we demonstrate part of the framework’s
capability making use of a simplified version, with a reduced
number of components. The rest of the paper is as follows: in
section II we discuss deeper the security issues in SCADA
systems; section III contains a detailed description of the
SCISSOR architecture; in section V we show the cyber-
physical scenario chosen; section VI is about the method used
in the SIEM module and the last sections are results and
discussion.

II. SECURITY ISSUES

Industrial control systems demand high reliability and avail-
ability, especially when they are applied to critical infrastruc-
tures, such as SCADA systems do. As they are associated with
physical processes, in most cases failures and delays can not be
tolerated, because the consequences would impact negatively
human lives and the environment.

Nevertheless, security in these systems has not been con-
sidered a prominent issue at the beginning. A common belief
was that of the security through obscurity, which is built on
some assumptions [5], [16]:

• Physical isolation between the internal network and the
Internet

• Use of proprietary protocols
• Non-standard software and hardware
• Restricted physical access

Due to the distributed nature of critical infrastructures, many
services must communicate with spatially separated sites. The
use of Internet introduces, therefore, inherent risks and exposes
the system to the outside world. Adopting standard network
protocols (Ethernet, TCP/IP, etc) and the increasing number of
IoT devices present in those plants reinforce the non-isolation
factor [5].

Whereas moving towards the use of standard hardware
and software is a trend, at the other hand they come with
known vulnerabilities [9], [16], which can be exploited by
hackers and attackers. Moreover, zero day exploits, which are
attacks against publicly unknown vulnerabilities, are especially
dangerous because of their unpredictability.

A series of cyber attacks targeting ICS (Industrial Control
System) have been reported in the past years. According to
IBM research report on ICS [17], the number of attacks per
year increased by about 100 percent from 2013 to 2015.
Kaspersky report [18] showed that the number of ICS vul-
nerabilities by year increased from 19 in 2010 to 189 in 2015,
and from those in 2015, 49% are considered critical and 42%
medium risk.

One of the most notorious SCADA malware, Stuxnet
was first observed in 2010 and had supposedly infected a
uranium-enrichment plant in Iran. It was specifically created
to infect industrial control systems, modifying code on

programmable logic controllers (PLC) [19]. Stuxnet is a very
complex worm and exploits four zero-day vulnerabilities in
Windows OS and Siemens PLC. It enters a system via USB
stick and can spread itself through the network, infecting
other Windows machines. It then changes the code on PLCs,
in order to provide a false view of the system while tearing
it apart [20].

III. ARCHITECTURE

The SCISSOR project seeks to circumvent the security
issues in SCADA systems, however, without the need to
modify the original plant, innovating through a complementary
approach whose strategy is to create a structure that encom-
passes the system. Thus, the goal is ”to create an end-to-
end, multi-layer holistic security monitoring framework that
includes encryption of communications and access control
support” [21]. The framework is structured in four layers, as
shown in figure 2.
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Fig. 2: SCISSOR layered architecture (from [22])

A. Monitoring Layer (ML)
This layer provides an interface with the physical world

and other systems, defining a ”standard way of integrating
any type of monitoring element and connecting them to the
SCISSOR framework” [21]. It is designed to collect data
from traffic probes (network monitoring), environment sensors,
smart cameras and SCADA logs.

B. Control and Coordination Layer (CCL)
The role of CCL is to decouple the monitoring layer from

the decision and analysis layer. It delivers data from monitor-
ing elements (previously collected by the ML) in a SCISSOR
unified format. Its two main functions can be summarized as:

• to ingest raw data from the monitoring elements, pre-
process it and forward to the relevant analysis modules;

• to provide means for implementing dynamic adaptations
of the data acquisition process and mitigation actions.

Figure 3 shows the CCL in detail, its interfaces and the
composition of an Edge Agent (EA). A feature of the SCIS-
SOR framework is the development of a distributed system
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based on decentralization. Thus, edge agents are distributed
components associated with local elements of the ML, that
is, each agent is associated with a monitoring component (or
a group of them). EAs are coordinated by the Control and
Coordination Agent (CCA), which is central from a logical
point of view, but can be physically redundant. Each EA can
use an Edge Agent Publisher or directly send the data to SMI
(SCISSOR Messaging Infrastructure).
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Fig. 3: Control and Coordination Layer in detail (from [22])

The use of multiple edge agents rather than a single central
agent provides a high level of scalability. This means giving
the system possibility to grow, increasing the amount of
hardware, without the software being a limitation. In other
words, new components can be attached to the system through
new EAs, which are easily inserted into the CCL.

The dynamic adaptation process is driven exclusively by
DAL. The control and coordination agent therefore has the
function of receiving ”high-level” signals from the DAL and
designating the appropriate command for the relevant edge
agents. Dynamic adaptation is one of the main features of
CCL, allowing the read information to be processed according
to the need of the decision and analysis layer. In fact, each EA
locally performs a data aggregation process and the dynamic

adaptation process allows one to modify the aggregation
criteria without restarting the agent.

C. Decision and Analysis Layer (DAL)

The DAL layer correlates events, detects behavioral
changes, decides which ones have to be reported to the HMI
and takes mitigation actions if needed [21]. It makes use
of some statistical methods to create models and detect attacks.

IV. PROPOSED METHODOLOGY

Implementing the whole system requires some resources
that are currently not available and for a complete evaluation,
a testbed would be necessary as well. Since the objective is
to demonstrate the operation principle, we will make some
simplifications in order to have a full processing chain going
through all four layers.

The monitoring layer will be comprised of environment
sensors, log messages and a software to read them and send
the data to the upper layer. A more detailed view of the control
and coordination layer is depicted in figure 3. The processing
chain (figure 4) encompasses four blocks that carry out a
series of operations. The Filter, in particular, performs a data
aggregation task and during the course of an attack it may be
reconfigured to send more or less information upwards.

Every data sent to the SMI will be available for the
decision and analysis layer. To correlate the data and detect an
abnormal situation (e.g. a malware deceiving the system), we
propose a method based on temporal series prediction with
ARMAX (auto-regressive moving average with exogenous
inputs) model.

Transform
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Processing chain

pPublish

  i2d

pPCInput

  i2PCConfig
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Fig. 4: Processing chain (from [22])
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V. EVALUATION SCENARIO

As presented in section IV, for the evaluation test, envi-
ronment sensors and log data are the chosen data sources.
The simulated scenario is constructed as follows: temperature
sensors and log messages report the consumed electric power.
The temperature sensor is attached, for example, to an electric
power board, which dissipates part of the power as heat. The
correlation is direct, the more electric power is consumed, the
greater energy dissipated and the warmer the board becomes.

From the transfer function relating temperature and dissi-
pated power, we obtain the discretized transfer function (using
the zero-order holder) and, thus, the difference equation. It
will be then embedded in an off-the-shelf hardware, which
will emulate the monitoring components.

A. Physical model

We assume a body with area A and mass m. The thermal
energy dissipated by the body will, in part, warm it up and
the rest will be lost to the environment. The loss is due to
convection only (the black-body radiation is ignored).

Pd = Pheat + Pair

Pd =
d

dt
(mc(T − Tenv)) + hA(T − Tenv)

(1)

Where,

m - mass of the body [kg]
c - specific heat capacity [J kg−1 K−1]
h - heat transfer coefficient [Wm−2 K−1]
A - area of the body [m2]

Tb(t) = T (t)− Tenv (2)

Pd(t) = mc
d

dt
Tb(t) + hATb(t) (3)

H(s) =
Tb(s)

Pd(s)

=
1
mc

s+ hA
mc

(4)

Sampling with sample time Ts and applying the zero-order
holder discretization,

Hd(z) = (1− z−1)Z

[
H(s)

s

]
Hd(z) =

1

hA

(1− e−hA
mcTs)z−1

1− e−hA
mcTsz−1

(5)

Assuming α = 1
hA and β = e−

hA
mcTs , we obtain

Tb[n]− βTb[n− 1] = α(1− β)Pd[n− 1] (6)

VI. SIEM MODULE

To have a fully functional chain, it is necessary to have a
module capable of correlating the data sources and generating
alerts to the HMI. In [23], the Pearson correlation coefficient
was used to find the correlation between parameters of a data
set and estimation was done with regression relations. In an-
other work, a PARX (periodic auto-regressive with exogenous
variables) model was employed to detect anomalies in periodic
series, such as energy consumption along a day [24]. Yang et
al [25] combine an auto-associative kernel regression (AAKR)
with a sequential probability ratio test (SPRT) to detect denial
of service (DoS) attacks.

Although the framework takes into account as many data
sources as possible, we propose in the scope of this paper a
method for data correlation at process level only. A regression
relation would not be enough, because physical processes
normally have an associated dynamics, which is unknown in
principle. Moreover, such processes cannot be assumed sta-
tionary (typically time-varying mean), which is inconvenient
for pure correlation measurement approaches. PARX is an
interesting method, since SCADA events tend to be repetitive,
so one can assume a periodic pattern.

A. ARMAX model

Based on this analysis, what we adopt is an auto-regressive
moving average with exogenous inputs model, which can be
used to estimate the dynamics of a system.

A(z)y(t) = B(z)u(t− k) + C(z)ε(t) (7)

A(z) = 1 + a1z
−1 + · · ·+ apz

−p

B(z) = 1 + b1z
−1 + · · ·+ bmz

−m

C(z) = 1 + c1z
−1 + · · ·+ cqz

−q

(8)

Equation (7) represents the ARMAX model for a single-
input single-output system. To obtain the coefficients in (8), a
training data set is needed. And an algorithm, like the one in
[26], can be used to train the model.

Once the estimated model is obtained, (7) is used to predict
the output one step ahead (ŷn|yn−1, yn−2, ..., xn, xn−1, ...)
and the residual is calculated as εn = ŷn − yn. We assume
that the residuals εn are independent and identically distributed
and follow a normal distribution N (0, σ2). Those residuals are
thus characterized as AWGN (Additive White Gaussian Noise)
and outliers will be classified with prediction intervals.

VII. RESULTS

Before proceeding with the results themselves, we describe
the reduced architecture in figure 5. Here, the hardware used
for physical process emulation is a Texas Instruments Stellaris
LM4F120, acting as monitoring component. Equation (6) is
embedded in the board and data (temperature and power) is
sent via serial communication. The control and coordination
layer ingests the raw data and applies all processing steps
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according to figure 4. The result is then sent to the SMI, which
is implemented with Apache Kafka, a distributed messaging
system.

Fig. 5: Reduced architecture for evaluation mode

A. Training

A dataset was built to train the ARMAX model (figure 6),
obtaining the coefficients in (8). The validation is depicted in
figure 7.

(a) (b)

Fig. 6: Training dataset: (a) power and (b) temperature

Fig. 7: Validation

B. Full evaluation

In this step, the complete system is in operation and the
anomaly detection subsystem runs in online mode. When new
information about temperature and power arrives, the SIEM
module calculates the predicted temperature and compares it

with the measured one. An anomaly, or a threat, is detected
when an error threshold is crossed and persists for more than
an established time. This threshold is calculated based on the
variance of the noise σ2 and the time based on the settling
time.

Fig. 8: Normal situation

In figure 8 a normal situation is shown, whereas in figure 9
an anomaly is occurring. Green squares represent a tolerable
deviation and red triangles indicate when a potential threat
is detected. The attack was forced by faking the measured
power data, thus causing a divergence between the predicted
and measured temperatures.

Fig. 9: Abnormal situation
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VIII. CONCLUSION

Industrial Control Systems are related to a wide range of ser-
vice, many of which being critical infrastructures, thus of high
importance for society and environment. Neglecting threats to
which such systems are exposed is potentially hazardous, and
flaws have already been exploited by malicious adversaries, in
fact. Countermeasures addressing security rising is a current
topic, but there is no optimal solution. Many works propose
some sort of IDS or anomaly detection system, analyzing the
network and associated protocols or looking at ICS/SCADA
log level.

This work presented a new layered architecture with a
holistic approach, which takes advantage of the various data
sources to evaluate the system state. The framework is also
scalable; edge agents in the control and coordination layer are
implemented in a distributed fashion and orchestrated by the
DAL in collaboration with the control and coordination agent.
The SCISSOR extended SIEM then uses the data gathered and
processed by the CCL to detect attacks in course suspicious
conditions.

Lastly, we applied this concept to a test case at process level.
It is important to highlight that the chosen SIEM module can
be exchanged and the layered architecture allows a modular
behavior, without redesigning the other layers. Although we
used a reduced scenario, the results show that the framework
is functional and can be extended attaching new monitor
components.
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